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Abstract

Thi s docunent describes extensions to Multi-Protocol Label Switching
(MPLS) Constraint-based Routed Label Distribution Protocol (CR-LDP)
signaling required to support Generalized MPLS. Generalized MPLS
extends the MPLS control plane to enconpass tine-division (e.qg.,
Synchronous Optical Network and Synchronous Digital Hi erarchy,

SONET/ SDH) , wavel ength (optical |anmbdas) and spatial switching (e.g.,
incomng port or fiber to outgoing port or fiber). This docunent
presents a CR-LDP specific description of the extensions. A generic
functional description can be found in separate docunents.
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1. Introduction

General i zed MPLS extends MPLS from supporting packet (PSC) interfaces
and switching to include support of three new classes of interfaces
and switching: Tinme-Division Miultiplex (TDM, Lanbda Switch (LSC) and
Fi ber-Switch (FSC). A functional description of the extensions to
MPLS si gnal i ng needed to support the new classes of interfaces and
switching is provided in [RFC3471]. This docunent presents CR-LDP
specific formats and nmechani sms needed to support all four classes of
interfaces. RSVP-TE extensions can be found in [ RFC3473].

[ RFC3471] should be viewed as a conpani on docunent to this docunent.
The format of this docunent parallels [RFC3471]. It should be noted
that the RSVP-TE specific version of Generalized MPLS includes RSVP
specific support for rapid failure notification, see Section 4

[ RFC3473]. For CR-LDP there is not currently a simlar mechani sm
Wen a failure is detected it will be propagated with
RELEASE/ W THDRAW nessages radially outward fromthe point of failure
Resources are to be released in this phase and actual resource
informati on may be fed back to the source using a feedback

mechani sns.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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2. Label Rel ated Fornmts

This section defines formats for a generalized | abel request, a
generalized | abel, support for waveband sw tching, suggested | abe
and | abel sets.

2.1. CGeneralized Label Request

A REQUEST nessage SHOULD contain as specific an LSP (Label Switched
Pat h) Encodi ng Type as possible to allow the maximnumflexibility in
switching by transit LSRs. A Generalized Label Request Type, Length,
and Value (TLV) is set by the ingress node, transparently passed by
transit nodes, and used by the egress node. The Switching Type field
may al so be updat ed hop-by- hop.

The format of a Generalized Label Request is:
0 1 2 3

01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| Ul F| Type (0x0824) | Length |
B T S i T s i i e e SEI S
| LSP Enc. Type | Switching Type | G PID |

i R e e e i i T e e ik S N N S
See [ RFC3471] for a description of parameters
2.1.1. Procedures

A node processing a REQUEST nessage containing a Generalized Labe
Request nust verify that the requested paraneters can be satisfied by
the incomng interface, the node and by the outgoing interface. The
node may either directly support the LSP or it may use a tunnel (FA),
i.e., another class of switching. |In either case, each paraneter
must be checked.

Note that |ocal node policy dictates when tunnels may be used and
when they may be created. Local policy may allow for tunnels to be
dynanical |y established or may be solely adm nistratively controlled
For nmore information on tunnels and processing of ER (Explicit Route)
hops when using tunnels see [ MPLS- H ERARCHY] .

Transit and egress nodes MJST verify that the node itself and, where
appropriate, that the outgoing interface or tunnel can support the
requested LSP Encoding Type. |I|f encoding cannot be supported, the
node MJST generate a NOTI FI CATI ON nessage, with a "Routing

probl em Unsupported Encodi ng" indication.
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Nodes MUST verify that the type indicated in the Sw tching Type
paraneter is supported on the corresponding incomng interface. |If
the type cannot be supported, the node MJIST generate a NOTI FI CATI ON
message with a "Routing problem Swi tching Type" indication.

The G- PID paraneter is nornmally only exam ned at the egress. If the
i ndi cated G PI D cannot be supported then the egress MJST generate a
NOTI FI CATI ON nessage, with a "Routing probl em Unsupported G PI D'
indication. 1In the case of PSC and when penultimate hop poppi ng
(PHP) is requested, the penultimate hop al so exam nes the (stored)

G PID during the processing of the MAPPING nessage. |In this case if
the GPIDis not supported, then the penultimte hop MJST generate a
NOTI FI CATI ON nessage with a "Routing probl em Unaccept abl e | abel

val ue" indication. The generated NOTIFI CATI ON nessage MAY incl ude an
Accept abl e Label Set, see Section 4.

When an error message i s not generated, normal processing occurs. In
the transit case this will typically result in a REQUEST nessage
bei ng propagated. |In the egress case and PHP special case this will

typically result in a MAPPI NG nmessage bei ng generat ed.
2.1.2. Bandw dth Encodi ng

Bandwi dt h encodi ngs are carried in the CRLDP Traffic Paranmeters TLV.
See [ RFC3471] for a definition of values to be used for specific
signal types. These values are set in the Peak and Committed Data
Rate fields of the Traffic Paraneters TLV. O her bandw dth/service
rel ated paraneters in the TLV are ignored and carried transparently.

2.2. Ceneralized Label
The format of a Generalized Label is:

0 1 2 3
01234567890123456789012345678901
BT T o e S e i i S T e e i s TTE P S S S
| U F Type (0x0825) | Lengt h |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Label |
I I
+-

S I S S S

See [ RFC3471] for a description of parameters and encodi ng of | abels.
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2.2.1. Procedures

The Generalized Label travels in the upstreamdirection in MAPPI NG
nmessages.

The presence of both a generalized and normal |abel TLV in a MAPPI NG
message is a protocol error and should treated as a mal formed nessage
by the recipient.

The recipient of a MAPPI NG nessage containing a Generalized Label
verifies that the values passed are acceptable. |If the label is
unaccept abl e then the recipient MIST generate a NOTI FI CATI ON nessage
with a "Routing problem MPLS | abel allocation failure" indication.
The generated NOTI FI CATI ON nessage MAY include an Acceptabl e Label
Set, see Section 4.

2. 3. Waveband Swi tching

Waveband switching uses the same format as the generalized | abel, see
section 2.2. The type 0x0828 is assigned for the Waveband Label .

In the context of waveband swi tching, the generalized | abel has the
foll owi ng format:

0 1 2 3
01234567890123456789012345678901
B S S e i S S T A S S S S S S i S S
Ul F| Type (0x0828) | Length |
B S i i S i S S L ek ok i N S
Waveband | d |
B s o T o i R R S i ik i Sh SRR N S
Start Label |
B S S e i S S T A S S S S S S i S S
End Label |
B S i i T S i ik i H

+—+— +— +— +

See [ RFC3471] for a description of paramneters.
2.3.1. Procedures

The procedures defined in Section 2.2.1 apply to waveband swi t chi ng.
Thi s includes generating a NOTI FI CATI ON nessage with a "Routing

probl em MPLS | abel allocation failure" indication if any of the |abel
fields are unrecogni zed or unacceptabl e.

Additionally, when a waveband is switched to another waveband, it is

possi bl e that the wavel engths within the waveband will be mirrored
about a center frequency. Wien this type of switching is enpl oyed,
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the start and end label in the waveband | abel TLV MJST be swapped
before forwarding the label TLV with the new waveband I1d. In this
manner an egress/ingress LSR that receives a waveband | abel which has
these values inverted, knows that it nust also invert its egress
association to pick up the proper wavel engths. Wthout this

mechani smand with an odd nunber of mirrored switching operations,
the egress LSRs will not know that an input wavel ength of say L1 will
energe fromthe waveband tunnel as L100.

Thi s operation MJST be performed in both directions when a
bi directi onal waveband tunnel is being established.

2. 4. Suggested Label

The format of a suggested |label is identical to a generalized |abel.
It is used in REQUEST nessages. Suggested Label uses type = 0x904.

Errors in received Suggested Labels MJST be ignored. This includes
any received inconsistent or unacceptabl e val ues.

Per [RFC3471], if a downstream node passes a | abel value that differs
fromthe suggested | abel upstream the upstream LSR MJST either
reconfigure itself so that it uses the | abel specified by the
downstream node or generate a NOTI FI CATI ON message with a "Routing
probl em Unaccept abl e | abel val ue" indication. Furthernore, an

i ngress node SHOULD NOT transmt data traffic using a suggested | abel
until the downstream node passes corresponding a | abel upstream

2.5. Label Set
The format of a Label Set is:

0 1 2 3

01234567890123456789012345678901
i s T S i i T S A b e ok
| U F Type (0x0827) | Length |
i e L s e o e e e i i i oI SR R S S
| Acti on | Reserved | Label Type |
B i s T T i i o S o T Ji I
| Subchannel 1 |
L.

T S I T

B i s T T i i o S o T Ji I
| Subchannel N |

T T S S e e i S S U S S AR Tk ok e
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Label Type: 14 bits

Indicates the type and format of the labels carried in the TLW.
Val ues match the TLV type of the appropriate Label TLV.

See [ RFC3471] for a description of other paraneters.
2.5.1. Procedures

A Label Set is defined via one or nore Label Set TLVs. Specific

| abel s/ subchannel s can be added to or excluded froma Label Set via
Action zero (0) and one (1) TLVs respectively. Ranges of

| abel s/ subchannel s can be added to or excluded froma Label Set via
Action two (2) and three (3) TLVs respectively. Wen the Label Set
TLVs only list |abels/subchannels to exclude, this inplies that all
other | abels are acceptabl e.

The absence of any Label Set TLVs inplies that all |abels are
acceptable. A Label Set is included when a node w shes to restrict
the | abel (s) that may be used downstream

On reception of a REQUEST nessage, the receiving node will restrict
its choice of labels to one, which is in the Label Set. Nodes
capabl e of perforning | abel conversion nmay al so renove the Label Set
prior to forwardi ng the REQUEST message. |If the node is unable to
pick a | abel fromthe Label Set or if there is a problem parsing the
Label Set TLVs, then the request is term nated and a NOTI FI CATI ON
message with a "Routing problem Label Set" indication MIST be
generated. It is a local matter if the Label Set is stored for |ater
sel ection on the MAPPI NG nessage or if the selection is nade

i medi ately for propagation in the MAPPI NG nmessage.

On reception of a REQUEST message, the Label Set represented in the
nmessage i s conpared agai nst the set of available |abels at the
downstreaminterface and the resulting intersecting Label Set is
forwarded in a REQUEST nessage. Wen the resulting Label Set is
enpty, the REQUEST nust be termi nated, and a NOTI FI CATI ON nessage,
and a "Routing problem Label Set" indication MIST be generated. Note
that intersection is based on the physical |abels (actua
wavel engt h/ band val ues) which may have different |ogical values on
different links, as a result it is the responsibility of the node to
map these val ues so that they have a consistent physical neaning, or
to drop the particular values fromthe set if no suitable |ogica

| abel val ue exi sts.

When processi ng a MAPPI NG nessage at an internedi ate node, the | abe
propagat ed upstream MUST fall within the Label Set.
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Note, on reception of a MAPPI NG message a node that is incapable of
perform ng | abel conversion has no other choice than to use the sane
physi cal |abel (wavel ength/band) as received in the MAPPI NG message.
In this case, the use and propagation of a Label Set wll
significantly reduce the chances that this allocation will fail.

3. Bidirectional LSPs

Bi directional LSP setup is indicated by the presence of an Upstream
Label in the REQUEST nessage. An Upstream Label has the sane fornmat
as the generalized | abel, see Section 2.2. Upstream Label uses type
= 0x0826.

3.1. Procedures

The process of establishing a bidirectional LSP follows the
establishment of a unidirectional LSP with sone additions. To
support bidirectional LSPs an Upstream Label is added to the REQUEST
message. The Upstream Label MJST indicate a label that is valid for
forwarding at the time the REQUEST nmessage is sent.

When a REQUEST nessage containing an Upstream Label is received, the
receiver first verifies that the upstreamlabel is acceptable. |If
the | abel is not acceptable, the receiver MJST i ssue a NOTI FI CATI ON
message with a "Routing probl em Unaccept abl e | abel val ue" indication.
The generated NOTI FI CATI ON nessage MAY include an Acceptabl e Label
Set, see Section 4.

An internediate node nust also allocate a | abel on the outgoing
interface and establish internal data paths before filling in an

out goi ng Upstream Label and propagati ng the REQUEST nessage. |If an
internediate node is unable to allocate a | abel or internal
resources, then it MJST issue a NOTIFI CATI ON nessage with a "Routing
probl em Label allocation failure" indication.

Term nat or nodes process REQUEST nessages as usual, with the
exception that the upstream | abel can i mediately be used to
transport data traffic associated with the LSP upstreamtowards the
initiator.

When a bidirectional LSP is renpved, both upstream and downstream

| abel s are invalidated and it is no longer valid to send data using
the associ ated | abel s.
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4. Notification on Label Error

This section defines the Acceptabl e Label Set TLV to support
Notification on Label Error per [RFC3471]. An Acceptable Label Set
TLV uses a type value of 0x082a. The renmining contents of the TLV
have the identical format as the Label Set TLV, see Section 2.5.

Accept abl e Label Set TLVs may be carried in NOTI Fl CATI ON nmessages.
The procedures for defining an Acceptable Label Set follow the
procedures for defining a Label Set, see Section 2.5.1

Specifically, an Acceptable Label Set is defined via one or nore
Accept abl e Label Set TLVs. Specific |abel s/subchannels can be added
to or excluded froman Acceptabl e Label Set via Action zero (0) and
one (1) TLVs respectively. Ranges of |abel s/subchannels can be added
to or excluded from an Acceptable Label Set via Action two (2) and
three (3) TLVs respectively. Wen the Acceptable Label Set TLVs only
list | abels/subchannels to exclude, this inplies that all other

| abel s are acceptabl e.

The inclusion of Acceptable Label Set TLVs is optional. |If included,
t he NOTI FI CATI ON message SHOULD contain a "Routing

probl em Unaccept abl e | abel val ue" indication. The absence of
Accept abl e Label Set TLVs does not have any specific neaning.

5. Explicit Label Contro
The Label ER-Hop TLV is defined as foll ows:
0 1 2 3

01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S

| O] O] Type (0x0829) | Lengt h |
B i s T T i i o S o T Ji I
| L] Y Reserved | Label |

T S S T i o S S e i e S I S i S
Label (conti nued) |

I
| ..
B i aT T e e o S o S S S I T et sl o ST S S S S S S
See [ RFC3471] for a description of L, U and Label paraneters.

5.1. Procedures
The Label ER-Hop follows a ER-Hop containing the I P address, or the
interface identifier [MPLS-UNNUM, associated with the Iink on which
it is to be used. Up to two | abel ER-Hops may be present, one for

the downstream | abel and one for the upstream |l abel. The follow ng
SHOULD result in "Bad EXPLICl T_ROUTE" errors:
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0 If the first |label ER-Hop is not preceded by a ER-Hop contai ni ng
an | P address, or a interface identifier [MPLS-UNNUM,6 associated
wi th an output |ink.

0 For a |l abel ER-Hop to follow a ER-Hop that has the L-bit set.

0 On unidirectional LSP setup, for there to be a | abel ER-Hop with
the U-bit set.

0 For there to be two | abel ER-Hops with the same U-bit val ues.

To support the | abel ER-Hop, a node must check to see if the ER-Hop
following its associate address/interface is a label ER-Hop. If it
is, one ER-Hop is exami ned for unidirectional LSPs and two ER-Hops
for bidirectional LSPs. |If the U-bit of the ER-Hop being exam ned is
clear (0), then value of the label is copied into a new Label Set
TLV. This Label Set TLV MJST be included on the correspondi ng

out goi ng REQUEST nessage.

If the U-bit of the ER Hop being examned is set (1), then val ue of
the label is label to be used for upstreamtraffic associated with
the bidirectional LSP. If this label is not acceptable, a "Bad
EXPLI Cl T_ROUTE" error SHOULD be generated. |If the label is
acceptable, the label is copied into a new Upstream Label TLV. This
Upstream Label TLV MJST be included on the correspondi ng out goi ng
REQUEST nessage.

After processing, the | abel ER-Hops are renoved fromthe ER
Note an inplication of the above procedures is that the | abel ER-Hop
shoul d never be the first ER-Hop in a newy received nessage. |If the
| abel ER-Hop is the first ER-Hop an a received ER, then it SHOULD be
treated as a "Bad strict node" error.
Procedures by which an LSR at the head-end of an LSP obtains the
i nformati on needed to construct the Label ER-Hop are outside the
scope of this docunent.

6. Protection TLV

The use of the Protection TLV is optional. The TLV is included to
i ndi cate specific protection attributes of an LSP.

The format of Protection Information TLV is:
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| U F| Type (0x0835) I Lengt h |
i i i T i I S i e s o o i i
| S| Reserved | Link Flags|

R et e s i o e s i i
See [ RFC3471] for a description of parameters.

6. 1. Procedures
Transit nodes processing a REQUEST nessage containing a Protection
TLV MJST verify that the requested protection can be satisfied by the
outgoing interface or tunnel (FA). If it cannot, the node MJST
generate a NOTI FI CATI ON nessage, with a "Routing probl em Unsupported
Li nk Protection" indication.

7. Adninistrative Status Information

Admi nistrative Status Infornmation is carried in the Admin Status TLV.
The TLV provides information related to the admnistrative state of a

particular LSP. The information is used in two ways. |n the first,
the TLV is carried in REQUEST and MAPPI NG nessages to indicate the
adm nistrative state of an LSP. 1In the second, the TLV is carried in

Notification nessage to request a change to the admnistrative state
of an LSP.

7.1. Admn Status TLV

The use of the Admin Status TLV is optional. 1t uses Type = 0x082b.
The format of the TLV is:

The format of Admin Status TLV in REQUEST, MAPPI NG and Notification
Messages i s:

0 1 2 3

01234567890123456789012345678901
T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y
| U F| Type (0x082b) I Lengt h |
T i i S i S U S i U S
| R Reserved | TI Al O
i I i i I I i it IR S S S S S R

See [ RFC3471] for a description of parameters.
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7.2. REQUEST and MAPPI NG Message Procedures

The Admin Status TLV is used to notify each node al ong the path of
the status of the LSP. Each node processes status information based
on local policy and then propagated in the correspondi ng out goi ng
messages. The TLV is inserted in REQUEST nessages at the discretion
of the ingress node. The absence of the TLV is the equivalent to
receiving a TLV containing values all set to zero.

Transit nodes receiving a REQUEST nessage contai ning an Adm n Status
TLV, update their local state, take any appropriate |ocal action
based on the indicated status and then propagate the received Adm n
Status TLV in the outgoi ng REQUEST nmessage.

Edge nodes receiving a REQUEST nessage containing an Adnmin Status
TLV, also update their |ocal state and take any appropriate |ocal
action based on the indicated status. Wen the ADMN Status TLV is
received with the R bit set, the receiving edge node shoul d reflect
the received values in a correspondi ng MAPPI NG nessage.

Specifically, if an egress node receives a Request nessage with the R
bit of the Admi n_Status TLV set and the node the node SHOULD send a
Mappi ng nessage containing an Admn_Status TLV with the same val ues
set, with the exception of the Rbit, as received in the

correspondi ng Request nessage.

7.2.1. Deletion procedure

In sone circunstances, particularly optical networks, it is useful to
set the adnministrative status of an LSP before tearing it down.

In such circunstances the procedure SHOULD be fol |l owed when del eti ng
an LSP fromthe ingress:

0 The ingress node precedes an LSP del etion by inserting an Admn
Status TLV in a Notification Message setting the Reflect (R and
Delete (D) bits.

0 Transit nodes process the Admin Status TLV by passing the
Notification nessage. The egress node May respond with a
Notification nessage with the Adm n Status TLV.

0 Upon receiving the Admin Status TLV with the Delete (D) bit set
in the Notification nessage, the egress SHOULD respond with a
LABEL W THDRAW nessage and normal CR-LDP processing takes pl ace.

In such circunstances the procedure SHOULD be foll owed when del eting
an LSP fromthe egress:
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0 The egress node indicates its desire for deletion by inserting an
Admin Status TLV in a Notification nmessage and setting Delete (D)
bit.

0 Transit nodes process the Admin Status TLV as described above.

0 Upon receiving the Admin Status TLV with the Delete (D) bit set
in the Notification nessage, the ingress node sends a LABEL
RELEASE nessage downstreamto rempove the LSP and nornmal CR-LDP
processi ng takes pl ace.

7.3. Notification Message Procedures

Subsequent nessagi ng Adnin Status messagi ng may be perforned by
Notification Messages. The ingress may begin the propagation of a
Notification Message with an Adm n Status TLV. Each subsequent node
propagates the Notification with the Admin Status TLV fromthe
ingress to the egress and then the egress node returns the
Notification nessages back Upstream carrying the Admin Status TLV.

I nternedi ate and egress nodes may trigger the setting of

adm nistrative status via the use of Notification nessages. To
acconplish this, an intermedi ate or egress node generates a
Notification nessage with the correspondi ng upstreamnotify session
information. The Adnmin Status TLV MJUST be included in the session
information, with the appropriate bit or bits set. The Reflect (R
bit MUST NOT be set.

An ingress or egress node receiving a Notification nessage contai ning
an Admin Status TLV with the Delete (D) bit set, SHOUD initiate the
del etion procedure described in the previous section

7.3.1. Conpatibility and Error Procedures

Sone special processing is required in order to cover the case of
nodes that do not support the Admin Status TLV and other error
conditions. Specifically, a node that sends a Notification nessage
containing an Admn Status TLV with the Down (D) bit set MJST verify
that it receives a correspondi ng LABEL RELEASE nessage within a
configurable period of time. By default this period of tinme SHOULD
be 30 seconds. |If the node does not receive such a LABEL RELEASE
message, it SHOULD send a Label Rel ease nessage downstream and a
LABEL W THDRAW nessage upstream
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8. Control Channel Separation

Thi s section provides the protocol specific formats and procedures to
required support a control channel not being in-band with a data
channel .

8.1. Interface ldentification

The choice of the data interface to use is always made by the sender
of the REQUEST nessage. The choice of the data interface is

i ndi cated by the sender of the REQUEST nmessage by including the data
channel’s interface identifier in the nessage using a new Interface
TLV type. For bidirectional LSPs, the sender chooses the data
interface in each direction. |In all cases but bundling, the upstream
interface is inplied by the downstreaminterface. For bundling, the
REQUEST sender explicitly identifies the conponent interface used in
each direction.

8.1.1. Interface ID TLV
The format of IPV4 Interface ID in REQUEST, MAPPI NG Messages isS:

0 1 2 3
01234567890123456789012345678901
B s o T ol i R R S e i ik i Sh SRR N S
Ul F| Type (0x082d) | Lengt h |
B S S e i S S T A S S S S S S i S S
| Pv4 Next/Previ ous Hop Address |
B S i i T S e ek ik i H S
Logical Interface ID |
B o o e S o i i S S e ko ok i NI e
Interface I D TLVS see [ RFC3471] |
B S S e i S S T A S S S S S S i S S

+—+— +— +— +

The format of IPV6 Interface ID TLV i n REQUEST, MAPPI NG Messages i s:

0 1 2 3
01234567890123456789012345678901
B S S e i S S T A S S S S S S i S S
Ul F| Type (0x082¢) | Length |
B S i S S i i N DR SRS
| Pv6 Next/Previous Hop Address |
B S T s i S i S S i o (i SR SR
Logical Interface ID |
B S S e i S S T A S S S S S S i S S
Interface I D TLVS see [ RFC3471] |
B T S i I S i N it N R

+—+— +— +— +
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See [ RFC3471] for a description of parameters

See [ RFC3212] for a description of signaling address. See [RFC3471]
for a description of paraneters and encodi ng of TLVs.

8.1.2. Procedures

An I|F ID TLV is used on links where there is not a one-to-one
associ ation of a control channel to a data channel, see [ RFC3471].

The LDP session uses the IF_ID TLV to identify the data channel (s)
associated with the LSP. For a unidirectional LSP, a downstream data
channel MJST be indicated. For bidirectional LSPs, a conmmon
downstream and upstream data channel is nornmally indicated. |In the
speci al case where a bidirectional LSP that traverses a bundled Iink,
it is possible to specify a downstream data channel that differs from
the upstream data channel. Data channels are specified fromthe

vi ewpoi nt of the sender of a REQUEST nessage. The IF_ID TLV SHOULD
NOT be used when no TLVs are needed.

A node receiving one or nore IF_ID TLVs in a REQUEST nessage saves
their values and returns themin the subsequent MAPPI NG nessage sent
to the node that originated the TLVs.

Note, the node originating an |F_ID TLV MJST ensure that the sel ected
outgoing interface, as specified in the IF_ID TLV, is consistent with
an ERO. A node that receives an I F_ID TLV SHOULD check whet her the
information carried in this TLV is consistent with the information
carried in a received ERO, and if not it MJST send a LABEL ABORT
Message with the error code "Routing Error" and error value of "Bad
Explicit Routing TLV Error" toward the sender. This check CANNOT be
performed when the initial ERO subobject is not the incom ng

i nterface.

8.2. Errored Interface ldentification
There are cases where it is useful to indicate a specific interface

associated with an error. To support these cases the IF_ID Status
TLV are defi ned.
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8.2.1. IF_ID Status TLVs
The format of the IPv4 IF_ID Status TLV is:

0 1 2 3
01234567890123456789012345678901
B s o T ol i R R S e i ik i Sh SRR N S
Ul F Type (0x082f) | Lengt h |
B S S e i S S T A S S S S S S i S S
| Pv4 Next/Previ ous Hop Address |
B S i i T S e ek ik i H S
St at us Code |
B s o T o i R R S i ik i Sh SRR N S

TLVs

+— T+ +— +— +

e T S T e S I S

The format of the IPv6 IF_ID Status TLV i s:

0 1 2 3

01234567890123456789012345678901
B S S i i i i T T a ik S S S S S
Ul F Type (0x0830) | Length |
R s i e R i e oI S e S e S R i Tk T S S R S R i S

| Pv6 Error Node Address

B S i ks e S S i i i S S S S e e e e

St at us Code |
T T e S S T S S T st S S R S S T ol ST S YN S S
- +

+
I
+
I
I
I
I
+
I
+
I
~ TLVs

I

T

See [ RFC3036] for a description of status code value fields. See
[ RFC3471] for a description of parameters and encodi ng of TLVSs.

8.2.2. Procedures

Nodes wi shing to indicate that an error is related to a specific
interface SHOULD use the appropriate IF_ID Status TLV in the
correspondi ng LABEL W THDRAW or LABEL RELEASE nessage. |F_ID Status
TLV SHOULD be generated and processed as any other Status TLV, see

[ RFC3036] .
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10.

11.

12.

Faul t Handl i ng

In optical transport networks, failures in the out-of-fiber signaling
conmmuni cation or optical control plane should not have service inpact
on the existing optical connections. Under such circunstances, a
mechani sm MUST exi st to detect a signaling comunication failure and
a recovery procedure SHALL guarantee connection integrity at both
ends of the signaling channel

The LDP Fault tol erant docunent [LDP-FT] specifies the procedures for
recovering LDP and CR-LDP sessions under failure. Please refer to
hi s docunent for procedures on recovering optical connections.
Currently the Fault tol erant docunent covers many of the common
failure nodes for a separated control and data pl ane.
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Security Considerations
Thi s docunent introduces no new security considerations to [ RFC3212].
I ANA Consi derati ons

Thi s docunent uses the LDP [ RFC3036] nane spaces, see
http://ww. i ana. or g/ assi gnnent s/ | dp- nanmespaces, which lists the
assignnents for the follow ng TLVs:

General i zed Label Request (TLV 0x0824)
General i zed Label (TLV 0x0825)
Upstream Label (TLV 0x0826)

Label Set (TLV 0x0827)

Waveband Label (TLV 0x0828)

ER- Hop (TLV 0x0829)

Accept abl e Label Set (TLV 0x082a)
Adm n Status (TLV 0x082b)
Interface ID (TLV 0x082c)

I PV4 Interface ID (TLV 0x082d)
IPV6 Interface ID (TLV 0x082e)
IPv4 I F_ID Status (TLV 0x082f)
IPv6 I F_ID Status (TLV 0x0830)
Protection (TLV 0x0835)

OO0OO0OO0OO0OO0OO0OO0OOOOOOO

Ashwood- Sm th & Berger St andards Track [ Page 17]



RFC 3472 GWPLS Signaling - CRLDP Extensions January 2003

13. Intellectual Property Considerations
This section is taken from Section 10.4 of [RFC2026].

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that mght be clained to
pertain to the inplenmentation or use of the technol ogy described in
this docunment or the extent to which any |icense under such rights

m ght or mght not be avail able; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF' s procedures with respect to rights in standards-track and
standards-rel ated docunentati on can be found in BCP-11. Copies of
clainms of rights nade available for publication and any assurances of
licenses to be nade available, or the result of an attenpt made to
obtain a general |icense or perm ssion for the use of such
proprietary rights by inplenmentors or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technol ogy that may be required to practice
this standard. Please address the information to the | ETF Executive
Di rector.
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17. Full Copyright Statenent
Copyright (C) The Internet Society (2003). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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